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Abstract—This work reports a potential vulnerability of
an oxide-breakdown-based Physical Unclonable Function
(PUF). This generates a unique chip key based on the sto-
chastic competition between the formation of oxide
breakdown in pairs of identical transistors. Depending on
which transistor breaks within each pair, a bit value of ‘0’
or ‘1’ is assigned to it. Combining the bits corresponding
to several transistor pairs, the key is generated. This type
of PUF had been considered secure until now. However,
we show that, using Voltage Contrast Scanning Electron
Microscopy (VC-SEM), it is possible to determine which
transistor has oxide breakdown within each pair, and thus
extract the PUF key with an accuracy larger than 99.9%.
For this, the diffusion regions of the inspected transistors
must have contacts. Furthermore, at least two contacts
per cell (e.g., one for each of the two identical transistors)
are needed due to the differential nature of the analysis.

Index Terms—CMOS, Failure Analysis, Oxide Breakdown,
Physical Unclonable Function (PUF), Security, Voltage Con-
trast Scanning Electron Microscopy (VC-SEM)

|. INTRODUCTION

HYSICAL unclonable functions (PUFs) have become a
widespread security primitive in modern integrated circuits
(ICs) [1]. They leverage the unavoidable and random process
variations that occur during the circuit fabrication to generate
secret keys that are unique to each IC. These circuits can then
be used for device authentication [2] or for encryp-
tion/decryption schemes [3]. The most fundamental require-
ments for PUFs are randomness, uniqueness and stability.
While the two first should be ideally satisfied as long as the
bits of the key are truly randomly generated, most PUFs strug-
gle to achieve perfect stability, specially when noise, tempera-
ture or voltage variations and circuit aging are considered [4].
To tackle this, most PUFs incorporate some error correction
scheme involving logic and helper data stored in non-volatile
memory [5]. This results in an undesirable overhead, specially
considering that PUFs often target resource-constrained appli-
cations such as Internet of Things (IoT) devices [6].
To mitigate the need for such error correction, the most
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straightforward path is to increase the intrinsic stability of the
entropy source. Two PUF concepts that achieve an extremely
high stability in the presence of noise, temperature variations
and even radiation are the Soft Oxide Breakdown PUF (SBD-
PUF) [7], [8] and the Quantum Tunneling PUF (QT-PUF) [9],
[10]. In fact, the NeoPUF, an implementation of the QT-PUF,
has been presented commercially [11]. The key generated by
both PUF designs is determined by which transistors within a
predetermined set have oxide breakdown and which not.

It has been claimed that transistors with and without break-
down, specially when the hardness of the breakdown is lim-
ited, appear the same when inspected with physical inspection
techniques such as Scanning Electron Microscopy (SEM) [7],
[9], [12], and thus that PUFs based on this mechanism should
be secure against that type of attack. However, we demon-
strate hereby that some PUFs based on oxide breakdown can
be vulnerable to such inspection techniques, and that their
keys could be retrieved by a malicious attacker through them.

II. OXIDE-BREAKDOWN-BASED PUFSs

Both the SBD-PUF and the QT-PUF (Fig. 1) are based on
the stochastic competition between the formation of oxide
breakdown in pairs of identical transistors. For this, stress (i.e.,
overvoltage) is applied to the gate of these two identical tran-
sistors during a forming phase. The difference between the
transistor oxides caused by process variability, together with
the intrinsically stochastic nature of the breakdown process,
causes one of the two transistors to suffer oxide breakdown
before the other. A second breakdown is avoided by some
compliance mechanism. In the case of the SBD-PUF, this is
accomplished through the third transistor at the top in Fig. la.
This transistor induces a reduction of the stress voltage at the
gates of the stressed transistors after the first breakdown, pre-
venting the unbroken transistor from also undergoing oxide
breakdown [7] In the QT-PUF, the source/drain terminal
shared by both identical devices causes a decrease in the stress
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Fig. 1. a) Working principle of SBD-PUF, adapted from [7]. b) Working
principle of QT-PUF, adapted from [9]. In both designs, a high voltage
is applied to the gate of two identical devices until one of them forms a
conductive breakdown/tunneling path. Which of the two devices forms
the path determines the bit assianed to each cell: ‘0’ or *1".
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voltage after the first breakdown, thus preventing a second one
[9]. The compliance mechanism has a second purpose: to limit
the hardness of the breakdown, as softer breakdown spots are
less visible than harder ones [7], [13]. Then, depending on
which of the two transistors in the cell has oxide breakdown, a
‘0’ or a ‘1’ value is assigned to it. Both the SBD-PUF and the
QT-PUF comprise an array of their basic cell so that a key can
be constructed by combining the bit values of a number of
cells. Notice that, due to the permanent nature of oxide break-
down, the forming phase occurs only once.

After the forming phase, the key can be read in the readout
phase, where the currents flowing through both transistor gates
are compared and transformed into a bit value of ‘0’ or ‘1°,
depending on which of the two is larger (i.e., on which device
has breakdown). Since the resistance values of the broken and
unbroken gates are orders of magnitude apart, these PUFs are
extremely stable [7], [9]. Notice that the readout phase can
occur an unlimited number of times, as the difference between
the transistor gate resistances will persist in time because of
the permanent nature of oxide breakdown.

Apart from outstanding stability, oxide-breakdown-based
PUFs have been reported to have close-to-ideal metrics in
terms of randomness, uniformity, and uniqueness [7], [9].

[ll. OXIDE-BREAKDOWN PUF VULNERABILITY STUDY

One sample of the SBD-PUF fabricated in a commercial
28nm technology has been used in our study. This is an updat-
ed version of the design in [7]. The basic PUF cell (Fig. 1a)
consists of one compliance PFET and two identical NFETsS,
one of which will break during the forming phase, determining
the bit value associated to the cell.

A. Reference Electrical Measurement of the SBD-PUF

The PUF has been first formed in the laboratory. Then, the
bit values of all cells have been read through the standard pro-
cedure, i.e., comparing the electrical currents flowing through
the bit-lines BL and BLB (Fig. 1a) with a sense amplifier.
These bit values are kept as a reference to evaluate the success
of the subsequent VC-SEM inspection.

B. Passive VC-SEM inspection of an SBD-PUF

Passive VC-SEM is based on brightness differences in SEM
images, and it is a widely accepted technique in the semicon-
ductor failure analysis community [14]. It relies on scanning
the sample with a primary electron beam that causes second-
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Fig. 2. Operation principle of VC-SEM and two extreme scenarios: a)
In a floating structure, the initial secondary electrons cause a positive
charge build-up, impeding further secondary electrons to leave, thus
appearing dark in the image. b) In a grounded structure, there is no
charge build-up and secondary electrons continue to leave the
structure, which appears bright in the image. Thus, the local electrical
configuration of the sample leads to different brightness levels.
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Fig. 3. Optical microscopy imaging of the sample a) before delayering,
b) after delayering all metals of BEOL, c) magnified image of the PUF
array and surrounding circuitry d) magnified image of the PUF array.

ary electrons to leave the sample. This leads, usually, to the
formation of positive charges, as for typical primary beam
energies (0.7 kV in our test) the secondary electrons leaving
the sample outnumber the incoming primary electrons. De-
pending on the local electrical configuration of the sample, the
accumulation of positive charges varies, and thus the local
electric potential. This impacts the secondary electrons leaving
the sample, and thus the local brightness in the image (see Fig.
2). Although VC-SEM is a qualitative technique, it can be
useful in failure analysis, as structures usually appearing as
bright may be labelled as faulty if dark, and vice-versa [14].

Before the VC-SEM inspection (performed by MA-tek
Inc.), all the metals of the back end of line (BEOL) were de-
layered (Fig. 3). An array of 1,504 cells and an area of ~2,500
um? was scanned. Fig. 4 shows the SEM image of one of the
PUF cells, together with its layout to facilitate the identifica-
tion of the different elements of the cell. The bright points in
Fig. 4b correspond to the contacts between the different ele-
ments (transistor gate and diffusion areas, and biasing rings)
and the first metal of the BEOL, which has been delayered.

It has been found that the brightness of the diffusion areas
of the NFETs can be used to evaluate which of the two devic-
es has breakdown. The diffusion contacts of NFETs without
breakdown (even those of NFETs in the periphery circuitry
such as sense amplifiers, not shown here) appear bright. Thus,
NFETs with dark contacts can be labelled as faulty (i.e., with
breakdown). Given the differential nature of the PUF cell, the
NFET with darker diffusion contacts within each cell can be
labelled as broken (and the other one as not-broken).

Fig. 5 shows the VC-SEM image of a portion of the array of
8x9 cells, together with a magnified view of two of those
cells. For these two cells, it is straightforward to determine
which of the NFET contacts are darker and, thus, which NFET
has breakdown and what is the bit value associated to the cell.

To avoid any subjectivity in the analysis, we have devel-
oped an automated image analysis algorithm that determines
which of the two identical transistors within each cell has
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Fig. 4. a) Layout view and b) VC-SEM image of an SBD-PUF cell with
its main elements highlighted. The PFET has a two-finger structure.
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Fig. 5. VC-SEM image of a portion of the SBD-PUF array of 8x9 cells,
together with a magnified view of two of those cells. The contacts of
the diffusion areas of the broken NFETs appear darker. In the bottom-
left inset, a magnified view of one cell with the NFET diffusion contact
pixel intensities extracted by the image analysis algorithm. The red
circles indicate the contact regions determined by the algorithm.
breakdown. This algorithm leverages that the PUF is com-
posed of a grid of identical unit cells (Fig. 5), and that the dis-
tances in the SEM images can be accurately calculated by
comparing these to the layout (Fig. 4). Thus, the algorithm can
locate each cell in the array and, within each cell, the diffusion
contacts of the NFETSs. Then, the average pixel intensity of the
contact regions of the two NFETS (iiop,drain, ltop,sources ibot,drain and
Ibot,source) 18 extracted, which can take values from 0 to 255
(inset of Fig. 5). Then, the average intensity of the top (iwp)
and the bottom (ip,;) transistors can be calculated as i,y =
(itop,drain + itop,source)/ 2 and ibut = (ibut,dr'ain + ibot,source)/ 2

Fig. 6a displays the extracted pixel intensity distributions
of the contacts of transistors that had been labelled as bro-
ken/not-broken at the reference electrical measurement. Alt-
hough broken devices display on average a lower pixel inten-
sity than not-broken ones, there is some overlap between both
distributions, which indicates that the pixel intensity value of a
transistor is not enough to unequivocally determine whether it
has breakdown or not.

To improve this result, a differential approach is taken, so
that if 7wy > ise, the bottom device is determined to have
breakdown and the corresponding bit value ‘1’ is extracted,
and vice-versa (Fig. 6b). Using this method, the value of 1,503
out of 1,504 cells was correctly extracted, which leads to an
accuracy larger than 99.9%. Furthermore, it is possible to re-
move dubious cells in which the pixel intensities of top and
bottom devices are similar. This has been implemented by
setting a “certainty threshold” so that i, needs to be at least
20% larger or smaller than ip,. Then, only 7 out of 1,504 cells
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Fig. 6. a) Distributions of pixel intensity of contacts of transistors
labelled as “broken” and “unbroken” through the reference electrical
measurement. Broken appear in average darker than unbroken ones.
However, there is some overlap between both distributions. b) Top vs
bottom device pixel intensity for the 1,504 inspected cells. Comparing
both values allows the extraction of the cell values. Setting a “certainty
threshold” allows to discard dubious cells.
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are discarded as dubious (yellow region in Fig. 6b), including
the one that had been evaluated erroneously, and the remain-
ing 1,497 cells are correctly evaluated, demonstrating that the
bit values of an oxide-breakdown-based PUF can be accurate-
ly extracted using VC-SEM and that these PUFs can be vul-
nerable to this technique. Furthermore, if an attacker attempts
to extract the key, the certainty threshold allows them to dis-
tinguish between cells with a reliable and a dubious extracted
value. Taking the 1,504-cell array as an example, in a worst
case scenario in which the value of all dubious cells is extract-
ed wrongly, the attacker only needs to consider 27 = 128 pos-
sible keys (i.e., all possible combinations of the 7 dubious bits)
instead of 2!°% possibilities (i.e., all possible combinations of
all the bits), facilitating the malicious retrieval of the key.
Finally, we have investigated whether the position of the
breakdown along the channel of the broken NFET can also be
determined through the ratio between the pixel intensities of
its drain and source contacts (Fig. 4 and inset of Fig. 5). This
is analogous to the method based on the ratio between
drain/source currents [15]. Thus, the position is calculated as
X = l.source/(idmin + l.source), where Lsource/drain COITeSpOIldS to the
pixel intensity of the source/drain contact of the broken tran-
sistor. Then, x = 0 would correspond to breakdown exactly
below the source terminal, and vice-versa, and x between 0
and 1 to an intermediate case. Fig. 7 shows the resulting dis-
tribution for x, and in the inset the distribution that was found
through the current ratio method for NFETs of L, = 40nm in
[16]. The resemblance between both distributions suggests
that VC-SEM inspection may allow the extraction of the
breakdown position along the channel, which would render
vulnerable PUFs implementations based on this [16], [17].

IV. CONCLUSION

The results reported in this work show that a type of oxide-
breakdown-based PUFs (SBD-PUF) can be vulnerable to
physical inspection attacks, although until now it had been
claimed otherwise [7]. The secret key in these PUFs is deter-
mined by which transistors within a predetermined set have
breakdown and which have not. We have shown that it is pos-
sible to extract this information through VC-SEM with an
accuracy larger than 99.9%, which could lead to a source of
vulnerability if performed by a malicious attacker. Such ex-
traction can be achieved if the inspected transistors have con-
tacts in their diffusion regions, and if at least two contacts are
present (e.g., one for each of the two identical transistors with-
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Fig. 7. Position of BD along the channel extracted a) by comparing the
pixel intensity of the left (source) and right (drain) contacts of broken
transistors and b) through the current ratio method (adapted from [16]).
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in a cell) due to the differential nature of the analysis.
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